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e-mail electronic 
information package 
including text, audio, 
or pictures of a 
confidential, personal 
or intimate nature 
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forbid: copy, 

print, 
download, 

save, 
press keys 



43 



controller 



time 





— destroyer 



message 
executor 



47 



Figure 1 



12 



sender: control for 
access to e-mail 
message 
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Message Package: 



Reading Time (HH:MM:SS) 
Valid Time (FROM <DATE:TIME> 

TO <DATE:TIME> ) 
Authentication Method 
Authentication Data 
Target Recipient 
Sender ID 
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Body of message 



Figure 4 
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Create and Send 
Message 



Verify Identity, 
e.g., visual 
inspection, query 
database 
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Encrypted 
Transfer 
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Request Authentication 
of recipient 
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Obtain and send data 
back 
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Enable recipient access to 
message; 

Perform reading time check 
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Create message; 

Obtain ID data of 
recipient from DB; 

include data in 
message package; 

send message 
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Request Authentication, e.g., 
biometrics and obtain data 

Compare data with authentication data 
provided in message 





Enable recipient access to 
message; 

Perform reading time check 
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Retrieve Message 
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Any illegal 
operation 
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Enable Display 
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Destroy Process 
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Check 
Reading 
Time 
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Check 
Valid 
Time 
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Send 
Confirmation back 
to sender 



